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SPIN Model Checker

Spin

Process Meta-Language (PROMELA) Ehecked

Spin’s strengths

» Popular tool - early adopter of latest techniques

» Highly optimized C code
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SPIN Model Checker

Spin

Process Meta-Language (PROMELA) Ehecked

Spin’s strengths
» Popular tool - early adopter of latest techniques

» Highly optimized C code

Weakness

» Hard to extend
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SPINJA Model Checker

G
A Java reimplementation of SPIN =2
by Mark de Jonge & Theo Ruys - University of Twente ]A\}A

Strengths

» Layered OO Design - Easier to maintain & extend
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SPINJA Model Checker

G
A Java reimplementation of SPIN =2
by Mark de Jonge & Theo Ruys - University of Twente ]A\}A

Strengths

» Layered OO Design - Easier to maintain & extend

Weaknesses

» No parallel algorithms, no state compression, etc

» At least a factor 5 slower
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Introducing the L'T'SMIN Model Checker

Initially, an LTS manipulation tool (explore, store, minimize).
Developed at University of Twente

Grown to a full-blown model checking tool set:

Multi-core, Distributed, Symbolic, Sequential
(algorithmic backends)

X
LTL, CTL, p-calculus, invariants, etc (properties)
X
POR, state compression, saturation, chaining (optimizations)
X

uwCRL, MCRL2, DVE (D1VINE), UPPAAL, PBES, ETF
(language frontends)
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LTSmin’s goals

develop new model checking algorithms
reuse existing model checking algorithms

compare model checking algorithms
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Approach

SPINJA's and SPINS’ workflow:

generate

compile

parse

Model.prom

SPINJA

Model.java

Model.class

load

SPINJA

verify

result
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Approach

SPINJA's and SPINS’ workflow:

generate compile
parse ) load verify
Model.prom SPINJA Model.java Model.class SPINJA result
generate compile 3
parse —load verify
Model.prom SPINS Model.c Model.spins LTSMIN result
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The Partitioned Next-State Interface

pins defines:

v

A state vector type: S: (s1,...,5n)

v

An initial state function: INITIAL(): S
» A next-state function: NEXT-STATE;(S): S
> A : Dyxp with D;; € 2{readswrite}
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The Partitioned Next-State Interface

pins defines:

v

A state vector type: S: (s1,...,5n)

v

An initial state function: INITIAL(): S
» A next-state function: NEXT-STATE;(S): S
> A : Dyxp with D;; € 2{readswrite}

A few additional dependency matrixes with guard-information for
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PROMELA Example (simplified)

int x =0;
chan c;

active proctype p1() {
c?;
}

proctype p2() {

bytey = 1,
cl;
X=x+y;
}
init {
run p2();
x > 0;

UNIVERSITY OF TWENTE. SPINS: Extending LTSMIN with PROMELA through SPINJA Sept 17, 2012 8 / 19



From PROMELA to a PINS state vector

chan c;

active pl() {
c?:
}

—

cl:
X =X+Y,

run p2();
x > 0;
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From PROMELA to a PINS state vector

typedef struct state_s {

int x;
int x =0; struct proctype_pl {
chan c; int __pc;
}pl;
active proctype p1() { Strucitni)rf;tc.}:’pefﬂ {
<7 char y; '
} } p2;
proctype p2() { Strucitn‘I;)rOCtC}./pe,lnlt {
bytey =L } init; e
cl; } state_t; '
X =X+Y,
}
init {
run p2();
x > 0;

UNIVERSITY OF TWENTE. SPINS: Extending LTSMIN with PROMELA through SPINJA Sept 17, 2012



From PROMELA to a PINS state vector

typedef struct state_s {

. int x;
int x =0; struct proctype_pl {
chan c; int __pc;
}pl;
active proctype pl() { Strucitlfrf;gpe’m {
C?; char y;
} } p2;
proctype p2() { struc.t proct}./pe,init {
int __pc;
byte y = 1; } init;
cl: } state_t;
X =X4Yy;
+ state_t *initial() {
init { state_t *s = malloc(sizeof(state_t));
s=>x = 0;
run p2(); s=>pl.__pc = 0;
x > 0; s->p2...pc = —1;
} s=>p2.y = 1;
s=>init.__pc = 0;
return s;
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From PROMELA to a PINS next-state and dependencies

intx =0;
chan c;

active proctype p1() {
c?;
}

proctype p2() {

bytey = 1,
ch
X =X+Y,
}
init {
run p2();
x > 0;
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From PROMELA to a PINS next-state and dependencies

intx =0;
chan c;

active proctype p1() { ey
c?; giﬁ
}

proctype p2() {

bytey = 1,
cl:
Ly 0 (o) >
X=x+ty, p2 p2 p2
) N
init {
run p2();

x > 0;
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From PROMELA to a PINS next-state and dependencies

int x =0;
chan c;
active proctype p1() { ey
}
proctype p2() { %
bytey = 1; C
ch
X=Xty 0 m 2
Yi p2 p2 p2
) N4
init {

run p2();

x > 0;
@ /_\ @

UNIVERSITY OF TWENTE. SPINS: Extending LTSMIN with PROMELA through SPINJA Sept 17, 2012 10 / 19



From PROMELA to a PINS next-state and dependencies

B —)—=
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From PROMELA to a PINS next-state and dependencies
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From PROMELA to a PINS next-state and dependencies

state_t #next—state(int i, state_t xin) {
switch (i) {

case 2:
if (in->p2._pc==1) {
state_t xout = malloc(sizeof(state_t));

i§9 memcpy (out, in, sizeof(state_t));
pg out->p2.__pc = 2;

out->x = out->x 4+ out->p2.y;
return out;
} break;

3}
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From PROMELA to a PINS next-state and dependencies

state_t #next—state(int i, state_t xin) {
switch (i) {

case 2:
if (in->p2._pc==1) {
state_t xout = malloc(sizeof(state_t));

i§9 memcpy (out, in, sizeof(state_t));
pg out->p2.__pc = 2;

out->x = out->x 4+ out->p2.y;
return out;

} break;
5
Dependency matrix:
1 rw | rw
2| rw rw | r
3 rw rw
4 r rw
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SPINS Extends SPINJA

We extended SPINJA with:

[0)

channel operations (empty, full, etc)

user-defined structures (typedef)

pre-defined variables (_pid and _nr pr)

channel polling and random receives (?[] and ?77),
remote references (Q)

preprocessor (#if, #ifdef, #define f(a,b), inline, and
#include)

» and others
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SPINS Extends SPINJA

We extended SPINJA with:

>

vV VvyVvYyVvyy

channel operations (empty, full, etc)

user-defined structures (typedef)

pre-defined variables (_pid and _nr pr)

channel polling and random receives (?[] and ?77),
remote references (Q)

preprocessor (#if, #ifdef, #define f(a,b), inline, and
#include)

and others

We were able to correctly compile and verify:
protocols BRP, Needham, I-protocol, Snoopy, SMCS, Chappe, x509

academic

DBM, Phils, Peterson, pXXX, Bakery.7, Lynch, Chain, Sort

controller FGS, Zune, Elevator2.3 and Relay

BEEM
huge

all translated models from the BEEM database
GARP protocol [Konnov, Vienna]
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Experiments (Scalability with Multi-Core)

with DIVINE, SPIN and L'TSMIN using 48 cores

Legend
divine-table
40 Itsmin-cleary—tree
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—|- itsmin-tree
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Experiments (Scalability with Multi-Core)

with DIVINE, SPIN and L'TSMIN using 48 cores

Legend
divine-table
ltsmin-cleary-tree
4B Itsmin—table
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y spin-hc
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PROMELA model: , other results:
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Experiments (Memory usage)

Compression

tree:
cleary-tree:
hc: 4 byte per state ( )
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Experiments (Memory usage)

Compression

tree:
cleary-tree:
hc: 4 byte per state ( )

SPIN DIVINE LTSMmIN
hc nohc table table tree cleary
GARP1 | 1.5e+4 1l.4e+5 4.9e+4| n/a 8.7e+3
Bakery.7 | 1.3e4+4 9.0e+4 6.4e+3| 4.8e+3 2.8e+3
Peterson4 | 5.7e+3 4.4e+4 5.5e+3 n/a 1.3e+43

Sept 17, 2012
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Experiments (LTL with Multi-Core)

with DIVINE (owcty), SPIN (piggybag) and LTSMIN (cndfs)
using 48 cores

Legend

40 - divine—owcty
- Itsmin—cndfs
30— spin—pb

i | |
0 10 20 30 40 50
Threads
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Experiments (LTL with Multi-Core)

with DIVINE (owcty), SPIN (piggybag) and LTSMIN (cndfs)

using 48 cores

Legend
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Experiments (LTL with Multi-Core)

with DIVINE (owcty), SPIN (piggybag) and LTSMIN (cndfs)
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PROMELA model:
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Experiments (Symbolic)

PROMELA model: GARP protocol [Konnov, Vienna]

LTSMIN completely explored all 3.11 - 10*! states in under
3 minutes using only 300MB.

Next step: use CTL to verify liveness properties
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Experiments (Partial order reduction)

No POR LTSmiN POR SpiN POR
Model States Transitions Time States Trans Time States Trans Time
GARP 48,363,145 247,135,869 95.6 4% 1% 45.2 18% 9% 15.5
i-protocol2 14,309,427 48,024,048 155 16% 10% 18.7 24% 16% 4.5
Peterson4 12,645,068 47,576,805 13.8 3% 1% 23 5% 2% 0.3
BRP 3,280,269 7,058,556 3.7 100% 100% 7.0 58% 39% 1.6
Sort 659,683 3,454,988 1.9 19% 5% 2.6 0% 0% 0.0
X.509 9,028 35,999 0.1 62% 36% 0.0 68% 34% 0.0
DBM 5,112 20,476 0.0 100% 100% 0.1 100% 100% 0.0
SMCS 5,066 19,470 0.0 28% 14% 0.1 25% 11% 0.0
Needham?2 4,143 10,752 0.0 100% 100% 0.0 100% 100% 0.1
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Conclusions

Evaluation

> with little effort we could extend L'TSMIN with PROMELA
» PROMELA verification benefits from LTSMIN's capabilities

» we compared hc vs tree compression and cndfs vs pg vs owcty
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